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Introduction
The Data Protection Act (DPA) 2018 stipulates the NCA must have an ‘appropriate policy document’ in place which sets out how the Agency will lawfully process special category and sensitive personal data. This document supports IM01 Managing NCA Information and sets out how special category and sensitive personal data must be managed by NCA officers. It explains how and why the NCA collects, processes, protects and shares personal data, special category personal data and personal data relating to criminal convictions and offences. It also describes data subjects’ statutory rights under the DPA 2018. 
It will enable the NCA to comply with its obligations under the General Data Protection Regulation (GDPR) and the Data Protection Act (DPA) 2018

1. Why is this supporting document required

1.1 The NCA is committed to complying with its legal obligations in the way in which it processes special category and sensitive personal data. This supporting document sets out the core principles for how this will be achieved.

1.2 It provides further detail about the NCA’s processing of special category and sensitive personal data.

1.3 The supporting document meets the requirement at paragraph 1 of Schedule 1 of the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection.

1.4 It meets the requirement at paragraph 5 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document must be in place where the processing of special category personal data is necessary for reasons of substantial public interest. The specific conditions under which data may be processed for reasons of substantial public interest are set out at paragraphs 6 to 28 of Schedule 1 to the Data Protection Act 2018.

1.5 The NCA processes personal data for law enforcement purposes as defined in the Data Protection Act 2018. These are for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security. The NCA’s functions are set out in the Crime and Courts Act 2013.

1.6 Where processing personal data for law enforcement purposes, the DPA 2018 requires the NCA to have an appropriate policy document (section 35(4)(b) and (5)(c)). Clarification about this policy is also provided in the Act (section 42 and Part 4 of Schedule 1). 


2. What are ‘special categories of personal data’ and ‘sensitive processing’?

2.1	The term ‘special categories of personal data’ is used in the GDPR and ‘sensitive processing’ is used in Part 3 DPA 2018. Both terms encompass the same categories of data which are:
 		
· Racial or ethnic origin 
· Political opinions
· Religious or philosophical beliefs
· Trade union membership
· Genetic data, biometric data (processing for the purpose of uniquely identifying the person) 
· data concerning health 
· data concerning sexual life or sexual orientation

2.2  	Article 9(1) of the GDPR prohibits the processing of special categories of personal data unless a condition in Article 9(2) is met, such as for reasons of substantial public interest (see Part 2 of Schedule 1 of the DPA 2018). This includes the processing of information concerning the actual or alleged commission of criminal offences for the purposes of vetting.
 
2.3   The NCA is a competent authority under the DPA 2018. The NCA has statutory functions for law enforcement purposes and therefore, as well as complying with Part 2 of the DPA 2018, is also required to comply with Part 3 of the Act where the personal data is collected and processed for law enforcement purposes.

         2.4 	The NCA therefore carries out ‘sensitive processing’ of data relating to the above special categories including, but not limited to:

· Offences and alleged offences
· Criminal proceedings, outcomes and sentences
· Criminal intelligence   

2.5   Sensitive processing for law enforcement purposes is only permitted if:
 
(a) the data subject has given consent; or
(b) it is strictly necessary for that law enforcement purpose and a DPA 2018 ‘Schedule 8’ condition has been satisfied 

Additionally, the six data protection principles as set out in GDPR and DPA 2018 must be observed to ensure that the processing is lawful, specified and explicit. Where the data is found or known to be inaccurate, every reasonable step must be taken to correct it and, whilst inaccurate, prevent its transmission or onward disclosure.

2.6 	Compliance of processing by existing NCA systems and applications will be achieved by implementation of action plans put in place to deliver the six data protection principles and assured by subsequent audit as necessary.


3. The NCA’s Handling of Special Categories of Personal Data

3.1		The NCA will only process personal data that is necessary and proportionate to fulfil its statutory functions as set out in the Crime and Courts Act 2013, and will: 
· ensure that personal data is only processed where there is a lawful basis to do so, and where processing is otherwise lawful
· only process personal data fairly and will ensure that data subjects are not misled about the purposes of any processing
3.2 Where the agency processes special categories of personal data or undertakes sensitive processing, it will do so in accordance with the specific conditions of processing set out in the GDPR and the Data Protection Act 2018. It is likely that the NCA will rely on the following conditions:

· Where  the data subject has consented to the processing
· Where it is necessary to carry out obligations or rights in relation to employment, social security and social protection law
· Where it concerns a medical diagnosis, or the medical assessment of an individual’s working capacity
· Where the data has already been made public by the data subject
· Safeguarding of children and individuals at risk 
· Protecting the vital interests of individuals
· Where it is necessary for the purposes of, or in connection, with any legal proceedings, legal advice or establishing, exercising or defending legal rights
· Where it is necessary for the purposes of preventive or occupational medicine
· Where it is necessary for archiving purposes in the public interest, historical research or statistical purposes
· Where it is for the purposes of the exercising of the NCA’s functions and it is in the substantial public interest

3.3 	In addition to processing data relating to criminal convictions and alleged criminal behaviour for the purposes of law enforcement, the NCA may also collect and process that data for its administrative functions, such as recruitment. The agency will only use information relating to criminal convictions or alleged criminal behaviour when it is necessary and proportionate to do so in the exercising of its functions.



4. NCA Compliance with Data Protection Principles

4.1   ‘Lawfulness, fairness and transparency’

        The NCA only processes personal data when permitted to do so by law. The lawfulness of the NCA’s data processing is derived from its statutory functions under the Crime and Courts Act 2013. The NCA publishes privacy notices where necessary. 

4.2 ‘Purpose limitation’
        Personal data is collected for explicit and legitimate purposes. Any use of NCA data must be for a NCA function and must be compatible with data protection obligations; the processing must therefore be proportionate and necessary.
        The NCA will not use personal data for purposes that are incompatible with the purposes for which it was collected. If the agency uses personal data for a new purpose, we will inform the data subject.
4.3 ‘Data minimisation’
        The NCA collects only information which is necessary and proportionate to its objectives. The NCA will only process the minimum personal data that we need for the purpose for which it was collected. The agency will ensure that the data collected is adequate and relevant.
        Additionally, NCA internal guidance, training and policies require staff to use only the minimum amount of data required to enable specific tasks to be completed.

       Where processing is for research and analysis purposes, wherever possible, this is done using anonymised, pseudonymised or de-identified data sets.

4.4 ‘Accuracy’
       The NCA takes every step to ensure the accuracy of its data. The agency will take particular care to do this where its use of the personal data has a significant impact on individuals.
        Where permitted by law, and when it is reasonable and proportionate to do so, the NCA may check the accuracy of data with other organisations – for example, other law enforcement bodies, local authorities or sponsors.

        If changes or updates are made to data by one part of the NCA, whenever possible data held by other NCA departments should also be updated.

4.5 ‘Storage limitation’
        The NCA will only keep personal data in an identifiable form for as long as is necessary for the purposes for which it is collected or where it has a legal obligation to do so. Further information about retention and erasure is outlined in section 5 below.
4.6 ‘Integrity and confidentiality’

        The NCA has a number of security standards and policies based on industry best practice and government requirements to protect information from relevant threats.  The agency applies these standards whether NCA data is being processed by its own staff or by a processor on its behalf.  

        All staff handling NCA information are security cleared as appropriate to their role and required to complete annual training on the importance of security, and how to handle information appropriately.  

       In addition to security guidance and embedded policies, the NCA also has specialist security, cyber and resilience staff to help ensure that information is protected from risks of accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access.  

4.7 The NCA’s compliance with data protection principles and information management best practice is achieved through a combination of:

· Openness, transparency and fairness
· Accountability and governance
· Policy and procedures
· Awareness training
· Information asset owners
· Information asset registers
· Audit and monitoring
· Pro-active and reactive compliance measures
· Privacy policies
· Information sharing agreements and memoranda of understanding
· Privacy by Design and Data Protection Impact Assessments
· Appropriate technical and organisational security 

5. Retention and Disposal

The NCA will retain data for as long as is necessary for the particular purpose(s) for which it is obtained and in line with the requirements of data protection legislation, taking into account factors such as the content and sensitivity of the data, the purposes for which the data is processed, and any legal or business requirements. We will securely dispose of data when it is no longer necessary to retain it.

6. How to Get in Touch
If you would like further information you can get in touch by emailing dpo@nca.gov.uk or writing to us at: 

National Crime Agency Data Protection Officer PO BOX 8000
London

General information about data protection is available at the Information Commissioner’s website www.ico.org.uk.

For independent advice and complaints about data protection you can also contact the Information Commissioner at:

Information Commissioner’s Office Wycliffe House
Water Lane Wilmslow Cheshire SK9 5AF
Tel: 0303 123 1113
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