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The year in review: pivotal incidents of 2016
Five pivotal cyber incidents of 2016 changed the security landscape. They included the largest recorded
cyber heist, the largest DDoS attack and the largest data breach ever revealed. The attacks on the
Bangladesh Bank, Democratic National Party and Ukrainian energy infrastructure also demonstrated the
boldness with which threat actors can operate. Whilst some of the events may not have occurred in 2016,
the aftermath or full impact was not felt until that year, and as such they have been included in the review.

Destructive attack on Ukrainian power supply
SIGNIFICANCE: This is a watershed incident in cyberspace, primarily because it's the first confirmed case of
cyber-enabled disruption to electricity supply on a regional scale. Often when discussing cyber attacks, it is
difficult to extract the real-world impact, which tends to be a second or third order effect. However, in this
case the physical impact on thousands of citizens brought home the very tangible effects that a cyber attack
can have.

VICTIM: Ukrainian energy distribution companies

INCIDENT: Three Ukrainian energy distribution companies were victim to cyber attack in December 2015,
resulting in electricity outages for approximately 225,000 customers across the Ivano-Frankivsk region of
Western Ukraine. Attackers gained unauthorised entry into a regional electricity distribution company's
corporate network and ICS. Subsequently seven 110 kV and twenty-three 35kV substations were
disconnected for three hours.

METHODOLOGY: Spear-phishing emails with malicious Microsoft Word attachments containing BlackEnergy 3
(BE3) malware. BE3 did not directly cause the outage, but rather was used to gain access to the business
networks of electricity supply companies.

Attackers reportedly gained access to networks more than six months prior to the December 2015 power
outage. This was followed by the theft of credentials from corporate networks. The corporate VPNs and
remote access tools were used to enter and manipulate ICS networks.

KillDisk malware was then deployed to erase the master boot record on targeted systems and log deletion to
hide presence on networks. In one instance, attackers launched a telephone DoS attack to delay customers
reporting outages to the affected company's call centre.

IMPACT: Attackers overwrote the firmware on critical devices used by the affected companies, forcing
operators to control devices manually, leading to a significant drop in productivity. The length of the power
outages was limited because technicians on site manually overrode circuit breakers and restored power after
a few hours. However, more than two months after the attack, control centres were still not fully
operational.

Historic Yahoo! data breaches
SIGNIFICANCE: Whilst this incident did not occur in 2016, it had significant impact this year for two reasons:

The scale. There are few incidents, in cyber or otherwise, that have the potential to impact such a large
portion of the global population. This is likely to manifest itself through secondary attacks which use leaked
details to target other organisations, such as credential stuffing, which exploits re-used passwords and
usernames to compromise other accounts, and which is likely to have increased because of these breaches.

The cost. It is difficult to estimate the final cost to users whose accounts have been compromised, this will
depend on many factors such as the success of follow-up phishing or fraud attempts. In business terms, after
the revelation, the purchase price of Yahoo!'s core internet business by Verizon was reduced by $350 million
to $4.48 billion. The decision could set a precedent for how cyber security can affect the valuation of an or-
ganisation.

VICTIM: Yahoo! and its customers







http://www.gartner.com/newsroom/id/3436717






https://www.ncsc.gov.uk/guidance/risk-management-collection
https://www.ncsc.gov.uk/white-papers/common-cyber-attacks-reducing-impact
https://www.cyberaware.gov.uk/protect-your-business
https://www.cyberaware.gov.uk/cyberessentials/
http://www.gov.uk/government/collections/cyber-security-training-for-business
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
https://www.ncsc.gov.uk/guidance/summary-risk-methods-and-frameworks
https://www.ncsc.gov.uk/guidance/approaching-enterprise-technology-cyber-security-mind
https://www.ncsc.gov.uk/guidance/cloud-security-collection
https://www.ncsc.gov.uk/guidance/end-user-device-security
https://www.ncsc.gov.uk/guidance/byod-executive-summary
https://www.ncsc.gov.uk/index/guidance


https://www.ncsc.gov.uk/guidance/password-guidance-simplifying-your-approach
http://www.actionfraud.police.uk/
https://www.ncsc.gov.uk/articles/get-help-significant-cyber-incident-guidance
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NEW TALENT: As part of CyberFirst, we support the development of the UK's next generation of cyber 
professionals. Our student residential courses and undergraduate bursary scheme are helping the UK 
nurture talent for a future in national security.   

CERTIFICATION AND SPONSORSHIP FOR HIGHER EDUCTION: Working with partners in government, industry 
and academia, we identify and support excellence in cyber security education and research and encourage 
industry investment in academic research. This includes supporting virtual academic research institutes, 
certifying degrees, recognising Academic Centres of Excellence in Cyber Security Research and sponsoring 
doctoral studentships at these academic centres.    

INDUSTRY: The UK is a world leader in innovation and research. The NCSC aims to support, encourage and 
facilitate cyber security research and innovation within the UK. This includes initiatives such as the 
Cheltenham Innovation Centre (designed to help cyber security start-ups navigate those difficult early 
months of business) and the Industry 100 scheme which invites organisations to embed staff within the 
NCSC.  

https://www.ncsc.gov.uk/new-talent
https://www.ncsc.gov.uk/Academics-and-researchers
https://www.ncsc.gov.uk/industry
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Case studies illustrating UK LEA and industry joint protect work 
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