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Requesting a defence from the NCA
under POCA and TACT

This document is intended to inform you of the approach when
reporters, through submitting a suspicious activity report
(SAR), seek a defence (or '‘consent’) from the National Crime
Agency (NCA):

e to a principal money laundering offence (sections
327-329 Proceeds of Crime Act 2002 ['POCA’]) under
sections 335 and 336 of POCA;

and/or

e a terrorist financing offence (sections 15-18 Terrorism
Act 2000 ['TACT']) under section 21ZA of TACT.

Please ensure you are familiar with:

e Part 7 of POCA
e Part 3 of TACT
1
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professional body or trade association.

If yvou are unsure, always seek your own independent legal advice
and/or consult your supervisor or trade body.

If there is a threat of harm or crime in action please ring the police on
999.

The UKFIU can be contacted by email: UKFIUSARS@nca.x.gsi.gov.uk

i you are unsure if your firm is in the regulated sector consult your regulator, professional body or trade association, or
seek independent legal advice
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A note on the term ‘consent’

The term ‘consent’ is frequently misinterpreted. Often it is seen as seeking
permission or that where requests are granted that this is a statement that the
funds are clean or that there is no criminality involved. This is not the case.
Additionally, reporters sometimes seek ‘consent’ where they have been unable to
complete customer due diligence. The process is not a substitute for taking a
risk based approach or for fulfilling your regulatory and legal
responsibilities, including those under the Money Laundering Regulations
2017. Such misinterpretation and conduct risks undermining efforts to prevent
money laundering and counter terrorist financing.

As such the granted letters from the NCA no longer use the term ‘consent’ and
instead use the terms ‘defence to a money laundering offence’ or ‘defence to a
terrorist financing offence’. For absolute clarity we retain the use of the term
consent in refusal letters.

What is a suspicious activity report?

The suspicious activity report (SAR) regime is administered by the United Kingdom
Financial Intelligence Unit (UKFIU) which is part of the National Crime Agency
(NCA). A SAR is submitted where someone, mainly in the regulated sector (where
it is an offence not to submit), has knowledge, suspicion or belief, or if in the
regulated sector reasonable grounds to know or suspect, that another person is
laundering money or financing terrorism.

The UKFIU works with UK law enforcement, government agencies, supervisors and
150 other international FIUs to prevent and disrupt money laundering and to
counter the financing of terrorism. SARs are submitted to the UKFIU under the
Proceeds of Crime Act 2002 (POCA) and the Terrorism Act 2000 (TACT). They are
processed, analysed and disseminated to UK law enforcement and other
government bodies, and via the international network of FIUs.

What are the defences under POCA and TACT?

One of the core functions of the UKFIU is the receipt and processing of requests for
a defence for money laundering or terrorist financing (otherwise known as
‘consent’, ‘appropriate consent’ or ‘prior consent’). We received over 14,500
requests in 2014/15.

Where a person suspects or knows that property is criminal, or suspects or believes
that something is terrorist property, and they submit a SAR setting out the relevant
details to the UKFIU before carrying out an activity which they anticipate could
result in them committing a principal money laundering or terrorist financing
offence then they may request a criminal defence from the NCA in relation to that
activity.
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Where they have submitted an authorised disclosure and have the ‘appropriate
consent’ (sections 335 and 336) of the NCA under POCA they do not commit one of
the principal money laundering offences (sections 327-329 POCA). Where they
have submitted a disclosure and have the ‘prior consent’ (section 21ZA TACT) of
the NCA they do not commit one of the terrorist financing offences (sections 15-18
TACT).

A granted response and the defence does not:

e imply NCA approval of the proposed act(s), persons, corporate entities or
circumstances contained within the disclosure;

e oblige or mandate a reporter to undertake the proposed act;

e provide derogation from, or replace, a reporter’'s professional duties of
conduct or regulatory requirements, such as those under the Money
Laundering Regulations 2017 concerning customer due diligence, etc.;

e provide a reporter with a criminal defence against other criminal offences
pertaining to the proposed act; or,

e override the private law rights of any person who may be entitled to the
property specified in the disclosure.

How do I request a defence from the NCA?

Only officers within the NCA’s UKFIU are designated by the NCA Director General to
receive and respond to requests for a defence.

In order to request a defence a reporter should submit a SAR to the UKFIU
including all of the relevant information to allow the UKFIU to analyse the request
and, as necessary, seek advice from the relevant agency.

The most frequently used, and most efficient, method to submit a SAR is via SAR
Online (https://www.ukciu.gov.uk/saronline.aspx). Please make sure you tick the
‘consent requested’ box to allow the consent team to process the SAR and that you
submit the SAR under POCA or TACT, depending on the nature of your knowledge,
belief or suspicion.

Requests must be for a specified activity (or specified series of activities) and also
should not be open-ended (such as seeking a defence relating to “handling all
business dealings” relating to the subject or account).

What information does the UKFIU need?

Please include the information set out below, as failure to do so may result in the
closure of your cases.

In the Reason For Suspicion field (limited to 8,000 characters, approximately 1,300
words) set out the facts concisely and focused on who is involved, what and
where the criminal/terrorist property is and its value (estimated as necessary),
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when and how circumstances arose and are planned to happen, and ultimately
why you are suspicious or have knowledge.

Details on entities involved

In the relevant fields include as much detail as possible on the entities involved
(individuals, addresses, companies, accounts):

e Subject’s full name, date of birth and addresses (including postcode)

e Subject details (e.g. National Insurance numbers, vehicle registration, driving
licence, passport number, phone numbers, email addresses, etc)

e Subject’'s occupation/employer.

e Details of any associated subjects (including, where appropriate, full details
of professionals involved in the activities)

e Company details including full legal name, designation (Ltd, LLP, GmbH,
SARL), registration number and tax reference/VAT numbers, country
of incorporation and details on beneficial ownership where held)

e If relevant to your business, the subject’s financial details (account
numbers) and details of associates.

It is appreciated that you may not always have the full details concerning all of the
entities involved, especially where you are reporting on subjects which are not your
usual clients/customers/suppliers.

While we appreciate it is more time-consuming, it is important that details are
completed within the appropriate SAR Online fields and not solely placed within the
Reason For Suspicion field.

What happens after my request is submitted?

Once a SAR is submitted it enters what is known as the ‘notice period’, which is
seven working days starting from the day after the SAR is submitted. The end of
the working day is 1700 hrs. For example, if a SAR is submitted (at any time up to
midnight) on Monday 2 May, the day 1 of the notice period will be Tuesday 3 May,
and the notice period will end at 1700 on Wednesday 11 May, which is day 7. The
notice period excludes weekends and bank holidays.?

The UKFIU will then assess the information and consult with partners as necessary
to inform a decision. We may seek further information from you in writing (normally
via email). Additionally if you wish to contact the UKFIU to raise a matter relating
to your request please email UKFIUSARS@nca.x.gsi.gov.uk until thel8th July
2016 after which reporters should only use the following email address
DAML@nca.x.gsi.gov.uk

? Section 335(5) & (7), and section 336(7) & (9) POCA: The notice period is the period of seven working days starting with the
first working day after the person/the nominated officer makes the disclosure. A working day is a day other than a Saturday,
a Sunday, Christmas Day, Good Friday or a day which is a bank holiday under the Banking and Financial Dealings Act 1971
(c80) in the part of the United Kingdom in which the person is when he makes the disclosure.
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How does the UKFIU make decisions?

During the notice period the UKFIU will assess the information, consult with
partners as necessary, and make a decision to determine the appropriate response.
For POCA requests the UKFIU makes decisions in line with the guidance in Home
Office Circular 29/2008. For TACT requests the UKFIU applies the tests of
proportionality and necessity in making decisions.

The main objective for the UKFIU is to identify whether there is likely to be a law
enforcement response to the suspected or known activities outlined. In applying
tests of proportionality and necessity, refusal decisions in POCA cases will take
place in the majority of cases where there is likely to be a criminal investigation
leading to restraint within the 31 day (‘moratorium’) period that follows refusal.
In POCA cases where there is no likelihood of restraint or other action within a
moratorium period then, in most cases, it would not be proportionate for the NCA
to refuse.

Additionally we may not reply to a request, or we may close the case due to a lack
of information.

My case has been closed because of lack of information — why?

In requests which do not include enough information the UKFIU adopts different
approaches depending on the level of deficiency. For requests which have
significant information missing we may write to you informing that the case is
closed without further consultation. In other cases we will write to you requesting
information - if we haven’t heard from you in writing within two working days we
may close your case.

Where your case is closed you will need to resubmit any request for it to be
considered again. Please be aware that the UKFIU may refer poor quality SARs to
the relevant anti-money laundering supervisor for their attention and appropriate
action.

I have received a granted letter — what should I do next?

In cases where you receive a granted letter you are afforded a defence. However,
this does not mean that your other regulatory and legal obligations are discharged.
It also does not mean that the there is no criminal property or terrorist property, or
that we agree with the action you are proposing to take. You should consider your
next steps carefully and should not take the NCA'’s granted letter as ‘permission to
proceed’. You have a defence to specific offences in POCA and TACT but not to
other criminal offences (including those in the Money Laundering Regulations 2017,
Bribery Act 2010, Fraud Act 2006, etc).
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The UKFIU has no mandate to advise reporters on the approach or actions they
should take to mitigate particular risks or to advise that property is, or is not, the
proceeds of crime or terrorist property.

I have received a refusal letter — what does this mean?

Where you receive a refusal in POCA cases this means that you do not have the
defence until either a granted letter is sent to you or the end of the 31 day
moratorium period. The moratorium period begins on the day of refusal and ends
after 31 calendar days. During this period law enforcement may get in touch
regarding any investigation, such as to serve production orders, property freezing
orders and restraint orders in relation to the matter.

Where you receive a refusal letter in TACT cases there is no moratorium period,
and you do not have a defence unless and until the request is granted by the NCA.
Decisions under TACT are kept under review following refusal.

I have not received any response after the seven working day
notice period - what does this mean?

Where an ‘authorised disclosure’ is made under section 338 POCA, a defence is
afforded to a reporter in cases where no reply is provided by the NCA at the end of
the seven day notice period under section 335(3) POCA or in the case where the
disclosure is from a nominated officer in the regulated sector, under section 336(3)
POCA.

Where a disclosure is made under TACT a person is treated as having the a defence
if no notice of refusal is received by them before the end of the notice period, under
section 21ZA(2) TACT.

I have been informed that I appear not to have fulfilled my
regulatory responsibilities, and so a reply is not being given -
why?

POCA sets out that the NCA must exercise its functions under the Act in the way
which it considers is best calculated to contribute to the reduction of crime. Where
a reporter displays conduct, such as failing to undertake basic regulatory
obligations, and this conduct could be condoned or encouraged by receiving a
‘granted’ response from the NCA we will consider sending this letter and will close
the case. The matter may also be referred to your anti-money laundering
supervisor.
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May I inform a client/customer that I have made a report?

You must not saying anything to your client/customer which risks prejudicing an
investigation. Doing so could constitute an offence under section 333A POCA or
section 21D TACT (“tipping off”) for those in the regulated sector and/or section
342 POCA or section 39 TACT (“prejudicing an investigation”).

If a reporter considers that it has an obligation to disclose its copy of a SAR in
private litigation proceedings then they should inform the NCA (via
UKFIUSARS@nca.x.gsi.gov.uk) in order that any risks to prejudicing to an
investigation (POCA section 333A and section 342; or TACT section 21D and section
39) may be assessed and managed.?

Will you keep my SAR confidential?

All SARs are treated confidentially, though there are times when a SAR may be
disclosed in legal proceedings. The NCA applies the same process for recording and
disseminating of SARs and information derived from them as it does for all sensitive
intelligence. All those with access to SARs, who are accredited* by the NCA
Proceeds of Crime Centre, are trained in the handling of the material to ensure the
source of the information is protected. Those with access must have regard to
Home Office Circular 22/2015° and where there is a likelihood of disclosure in legal
proceedings the reporter will be contacted by the UKFIU.

If reporters have concerns about the inappropriate use of SARs by others, or
breaches of SAR confidentiality, you should contact the SAR Confidentiality Breach
Line on 0800 234 6657 (0900 - 1700, UK time, Monday to Friday). Please note
this number is for reporting breaches of confidentiality only.

Under POCA what is the role of a ‘constable’ or a ‘customs
officer’ versus the NCA in making decisions?

If you have are in the regulated sector (under the Money Laundering Regulations
2017) and therefore have a nominated officer, the nominated officer can only
request a defence from an authorised officer (UKFIU officers) in the NCA.

If you are outside the regulated sector then a report may be made to a constable
(which includes officers of the NCA UKFIU) or officer of Revenue & Customs, and
they may provide a decision. However, that constable or Revenue & Customs
officer has a statutory duty to notify the NCA UKFIU of that disclosure as soon as
practicable after receipt.

* Home Office Circular 22/2015: Money Laundering: the confidentiality and sensitivity of suspicious activity reports (SARs)
and the identity of those who make them (published 18 June 2015)
* As Financial Investigators, Financial Intelligence Officers or Financial Intelligence Administrators
5
As above
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Under TACT what is the role of a ‘constable’ versus the NCA in
making decisions?

There are a number of relevant sections under TACT which you will need to
consider when deciding whether and how to report, in particular sections 21, 21ZA,
217B, 21A and 21C.

Section 21 of TACT provides two defences: a person does not commit an offence
(under sections 15-18) if they are acting with the express consent of a constable;
and a person does not commit an offence (under sections 15-18) by involvement in
a transaction or arrangement relating to money or other property if as soon as
reasonable practicable on their own initiative after becoming concerned in the
transaction they disclose to a constable and the constable does not forbid their
continued involvement in the transaction or arrangement. Reference to a constable
includes officers of the NCA UKFIU.

Section 21ZA of TACT sets out that a person does not commit an offence (under
sections 15-18) by involvement in a transaction or arrangement relating to money
or other property if before becoming involved they disclose to an authorised officer
and they have the authorised officer’s consent to becoming involved in the
transaction or arrangement. An authorised officer is an NCA UKFIU officer.

Section 21ZB of TACT sets out that a person does not commit an offence (under
sections 15-18) by involvement in a transaction or arrangement relating to money
or other property if after becoming involved they disclose to an authorised officer
and they have the authorised officer’s consent to becoming involved in the
transaction or arrangement and there is a reasonable excuse for not disclosing
before they became involved, the disclosure is made on their own initiative, as soon
as reasonably practicable and the authorised officer does not forbid their continued
involvement in the transaction or arrangement. An authorised officer is an NCA
UKFIU officer.

Section 21A is the obligation on those in the regulated sector who know or suspect,
or have reasonable grounds for knowing or suspecting, that another person has
committed or attempted to commit a section 15-18 offence, to disclose to a
nominated officer or constable. Reference to a constable includes officers of the
NCA UKFIU.

Where a constable receives a report they have a statutory duty to pass it to the
NCA UKFIU as soon as practicable.
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